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MITT Student - Office 365 Multi-Factor Authentication Setup Guide

MITT requires students to protect their Office 365 accounts with multi-factor authentication (MFA). When logging
into an Office 365 app (such as Outlook, Word, or Excel online) students will be prompted to configure MFA. Users
will be able to select one of three ways to receive multi-factor authentication requests:

e Microsoft Authenticator app
e Phone call
e Text Message

What is Multi-Factor Authentication?

Multi-factor Authentication (MFA) is an login method that requires the user to provide two or more verification
factors to gain access to aresource such as an application, online account, or a VPN.

MFA Readiness checklist:

e Ifyou’re using a desktop or laptop, close all apps, browsers and tabs when initially setting up MFA to avoid
being prompted to authenticate for each Microsoft 365 session that’s open.

e |Ifyou’re using a mobile device, such as your phone, as your second authentication method and you’re
being asked to authenticate multiple times, close the email application on your mobile device and relaunch
the application or reboot the phone.

e Forthe best experience setting up MFA, we recommend signing into your MITT Office 365 on a separate
device from the cellphone/tablet you will be using for MFA. For instance, sign into your MITT Office 365
accounton a laptop, then install the Microsoft Authenticator app, or receive the text/call your cellphone

e Some users may not be able to sync their Apple or Android mail emails on a native mail app after MFA is
enabled. In this case, deleting and re-adding the email account should fix the problem. Alternatively, use
the Microsoft Outlook app to sync emails on your phone. It creates a much more secure connection.

Students will need to have access to a cellphone capable of installing apps, or receiving texts/phone calls

*If you don’t have access to a cellphone, please contact MITT student support at
https://forms.office.com/r/5R4gj9Mk50 and alternate methods of multi-factor authentication can be provided



https://forms.office.com/r/5R4gj9Mk50
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Multi-factor authentication with Microsoft Authenticator App

1. Open aweb browser (Chrome, Firefox, Edge, etc.)

2. Signinto your student email account through https://login.microsoftonline.com (same process applies for all
0365 logins - MyLearning, Outlook.com, etc)
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3. Install the Microsoft Authenticator app (1) on your cellphone or click ‘Next’ (2) if the app is already installed

Keep your account secure
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4. Click ‘Next’

Keep your account secure
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https://login.microsoftonline.com/
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5. Open the Microsoft Authenticator app on your cellphone and click ‘Add account’

Ready to add your
first account?

Any Microsoft account or other type
of account you add will appear here,

Already have a backup?
Restoce your account,

Begin recovery

6. Select ‘Work or school account’ on your cellphone

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

== Personal account

Work or school account
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H Oiher (Goaghe, Facebook, ete.)

7. Select ‘Scan QR code’ on your cellphone

. Other (Google, Facebook. etc.)

Add work or
school account

Sign in

Scan QR code

Cancel
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Open your browser, scan the barcode with the Microsoft Authenticator app opened on your cellphone and click
‘Next’ within your browser

Keep your account secure
Your organization requires you to set up the following methods of proving whe you are.
Microsoft Authenticator
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Take note of the number provided within your browser (this is a test to see if your MS Authenticator app is
configured correctly) and enter it into your MS Authenticator app on your cellphone
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Enter the number provided in your browser into the Microsoft Authenticator app and click ‘Yes’
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= Authenticator Q -+
mitt.ca
. @etudont mitt ra >

Are you trying to sign in?
mitt.ca
@student.mitt.ca

Enter the number shown to
sign in.

Ifmer number

No, it's not me

Yes

10. After this test is complete, a new code is provided in your browser (similar to step nine). Once again copy the
number into your Microsoft Authenticator app

Browser:

Outlook

@studentmitt.ca

Approve sign in request

9 Open your Authenticator app, and enter the
number shown 1o sign in.

No numbers in your app? Make sure to upgrade to
the latest version

Microsoft Authenticator app right now

Cellphone:
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= Authenticator Q +

mitt.ca
 @ctidont mitt ra >
Are you trying to sign in?

mitt.ca
@student.mitt.ca

Enter the number shown to
sign in.

68

No, it's not me

Yes

11. Click ‘Yes’ if you’d like to remain signed in

Outlook
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Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

j Don't show this again
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M ulti-factor authentication with Text Message/Phone Call

* Microsoft plans to discontinue the use of text messages and phone calls for multi-factor a
uthentication in the near future, which will require the setup of the Microsoft Authenticator App (see
steps above)*

1. Visit https://login.microsoftonline.com and log in using your MITT email address and password.

B Microsoft
Sign in

IEnfa?l‘ phone, or Skype

No account? Create one!

Can't access your account?

Back Next

2. You will receive a message saying ‘More information required’, click ‘Next’

MANITOBA INSTITUTE OF
TRADES & TECHNOLOGY

demo.account@student.mitt.ca

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

3. The default option is Microsoft Authenticator (see Page 2), to set up multi-factor authentication with atext
message or a phone call click on ‘Il want to set up a different method’ then select ‘Phone’
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Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

Choose a different method X

Which method would you like to use?

’ Choose a method 0

| want to use a different authenticator app

Authenticator app
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4. Selectthe appropriate country code and enter your cellphone number, including the area code, and then

select whether you want to receive a call or text message. Click ‘Next’

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

e
’Canada (+1) V]I Enter phone number '
S— -
@) Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement

5. Complete the prompt depending which option you selected:
a. Ifyou selected ‘Text me a code’, Microsoft will text you a code. Enter the code and click ‘Next’

Keep your account secure

Phone

Use verification code (IR for -
Microsoft authentication.

b. If you selected ‘Call me’, anautomated call will be sent to your device. Press the # key to approve
the call

6. Once the codeis entered/phone call is approved you will see confirmation that your multi-factorauthentication
device is now configured. Click ‘Next’ then ‘Done’ to finish this process.

Keep your account secure Keep your account secure

ot 15 the following mathods of proving who you e

Your arganization requires you to set up the following methods of proving who you are.

Phone
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